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	Facultative Application Console

This document explains how to implement and troubleshoot the generic upload processing.
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Introduction

The purpose of this document is to explain the process flow of the Facultative Application Console’s upload system and to help you get the generic system installed and configured for your use.  We are presenting these modules and code as “how to” examples with the full knowledge that your process and legacy systems are unique and your developers may very well need to modify and/or take exception to these processes.  We think that you will find the following helpful.

As you already are aware of, FAC ‘s transmission process through the SSL socket is a one way push process, from the ceding company to you, the Reinsurer.
Data Flow Transmission Diagram 
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Data Flow for Upload Transmission

When the ceding company activates the response process the following steps take place:

1. FAC Console initiates transmission and connects to the specified URL that the Reinsurer provides.  This transmission is a multipart/form-data HTML form post.  It posts the image files and a self generated xml file (“file1”, “file2”, etc.) and 3 text form fields (“comments”, “numberOfFiles”, and “subject”).

2. The page then catches that files and immediately begins to parse out pertinent data to begin.

3. The page generates a GUID and uses it to create a subdirectory in the preconfigured root upload directory, and deposits the files there.
4. It takes the posted form fields, and creates a text file which is deposited in the same directory as the files.

5. The page then indicates “Success” or “Failure” by writing either text to the HTML stream.

6. FAC then takes that browser stream and reads it to determine if the upload was a success.

Requirements

The following is the list of items that need to be in place before the installation takes place:

· Microsoft Windows 2000 Server™ running Internet Information Services™

· A web site configured on that server to provide “Basic Authentication” to gain access.

· A Domain/sub-domain entry for that web site.

· An SSL certificate purchased for that domain/sub-domain for security and installed on the previously mentioned web site.

· The latest version of .NET Framework provided my Microsoft.
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	SSL certificates can be purchased from Verisign, Inc. (http://www.verisign.com/).  A 128-bit certificate is highly recommended.


Installation Segments

1. Place the “upload.aspx”, “error.aspx”, “web.config” file on the pre-configured web site along with the “bin” subdirectory containing the “generictx.dll” along with them.

Configuration

Load the “web.config” file into notepad or some other editor.  The primary configuration setting is located at the bottom of the document:

· The path to which you want the files to upload
Figure 1
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<add key="Response_DSConnection value="Provider=microsoft.jet.oleds.s.0;Data Scurce=c:\BlackBox.mdb" />
Response_DSView" value="ResponseTest" />
</appsectings>





Path

The path can be a UNC path or a normal local drive path.  (Figure 1)
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	If you are using a UNC path, make sure that the permissions are set right so that the user account that is uploading the data can access that drive share and remote computer.


Authentication

The basic authentication capabilities provided by the Microsoft Internet Information Services™ is what is implemented here.  Accounts for user access would be set on that server or on the domain.  (Figure 2)

Figure 2
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XML Specifications

Included is an example of what the correctly formed upload XML that console would deal out.  Please see the example XML files provided for the upload to obtain the correct structure.

RGA Reinsurance Company, Incorporated’s Freeware Agreement

READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT CAREFULLY BEFORE DOWNLOADING OR USING THE SOFTWARE, ENTITLED “Generic File Upload for FAC Console v3”, AND ANY RELATED MATERIALS OR DOCUMENTATION (THE "SOFTWARE"). THE SOFTWARE IS COPYRIGHTED AND LICENSED (NOT SOLD). BY DOWNLOADING AND/OR USING THE SOFTWARE, YOU ARE ACCEPTING AND AGREEING TO THE TERMS OF THIS LICENSE AGREEMENT. IF YOU ARE NOT WILLING TO BE BOUND BY THE TERMS OF THIS LICENSE AGREEMENT, YOU SHOULD PROMPTLY DELETE THE SOFTWARE FROM YOUR SYSTEM AND/OR DISCONTINUE ALL USE OF THE SOFTWARE. THIS LICENSE AGREEMENT REPRESENTS THE ENTIRE AGREEMENT CONCERNING THE SOFTWARE BETWEEN YOU AND REINSURANCE GROUP OF AMERICA, INC (REFERRED TO AS "LICENSOR"), AND IT SUPERSEDES ANY PRIOR PROPOSAL, REPRESENTATION, OR UNDERSTANDING BETWEEN THE PARTIES.


1. License Grant.   Licensor hereby grants to you, and you accept, a nonexclusive license to use the Software in machine-readable, object code form only as authorized in this License Agreement. You agree that you will not assign, sublicense, transfer, pledge, lease, rent, or share your rights under this License Agreement. You agree that you may not reverse assemble, reverse compile, or otherwise translate the Software.


You may make one copy of the Software on a set of diskettes (or similar medium) for the purpose of backup in the event. Any such copies of the Software shall include Licensor's copyright and other proprietary notices. Except as authorized under this paragraph, no copies of the Program or any portions thereof may be made by you or any person under your authority or control.


2. Licensor's Rights.   You acknowledge and agree that the Software is a proprietary product of Licensor protected under U.S. copyright law. You further acknowledge and agree that all right, title, and interest in and to the Program, including associated intellectual property rights, are and shall remain with Licensor. This License Agreement does not convey to you an interest in or to the Program, but only a limited right of use revocable in accordance with the terms of this License Agreement.


3. License Fees.   The use of the Software is free so long as the provisions of this license are followed and/or are not violated by you.


4. Term.   This License Agreement is effective upon your downloading and/or using the Software and shall continue until terminated. You may terminate this License Agreement at any time by returning the Software and all copies thereof and extracts therefrom to Licensor. Licensor may terminate this License Agreement upon the breach by you of any term hereof. Upon such termination by Licensor, you agree to return to Licensor the Software and all copies and portions thereof.


5. Limited Warranty.   BECAUSE THIS SOFTWARE IS BEING PROVIDED BY LICENSOR FREE OF CHARGE, IT PROVIDES NO REPRESENTATIONS OR WARRANTIES REGARDING ITS PERFORMANCE OR WHETHER IT IS FREE FROM DEFECTS.  THE SOFTWARE IS LICENSED "AS IS," AND LICENSOR DISCLAIMS ANY AND ALL WARRANTIES WHETHER EXPRESS OR IMPLIED, INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.  


6. Limitation of Liability.   Licensor's cumulative liability to you or any other party for any loss or damages resulting from any claims, demands, or actions arising out of or relating to this Agreement shall not exceed the license fee paid to Licensor for the use of the Software. In no event shall Licensor be liable for any indirect, incidental, consequential, special, or exemplary damages or lost profits, even if Licensor has been advised of the possibility of such damages.  It is your responsibility to ensure that the Software is free from defects, including viruses, and Licensor disclaims any liability resulting from any such defects and disclaims any other liability that otherwise could be associated with Licensor through use of the Software.


7. Trademark.   RGA and Reinsurance Group of America are registered trademarks of Licensor. No right, license, or interest to such trademark is granted hereunder, and you agree that you shall not assert any such right, license, or interest with respect to such trademarks.


8. Governing Law.   This License Agreement shall be construed and governed in accordance with the laws of the State of Missouri.


9. Costs of Litigation.   If any action is brought by either party to this License Agreement against the other party regarding the subject matter hereof, the prevailing party shall be entitled to recover, in addition to any other relief granted, reasonable attorney fees and expenses of litigation.


10. Severability.   Should any term of this License Agreement be declared void or unenforceable by any court of competent jurisdiction, such declaration shall have no effect on the remaining terms hereof.


11. No Waiver.   The failure of either party to enforce any rights granted hereunder or to take action against the other party in the event of any breach hereunder shall not be deemed a waiver by that party as to subsequent enforcement of rights or subsequent actions in the event of future breaches.
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